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Who am I?

Å Senior SOC Analyst @Kaspersky Lab
Å SibSAU(Krasnoyarsk) graduate
Å Ex- System admin 
Å Ex- Infosecadmin
Å Ex- Infosecdept. head
Å Twitter @HeirhabarovT
Å www.linkedin.com/in/teymur-kheirkhabarov-73490867/

http://www.linkedin.com/in/teymur-kheirkhabarov-73490867/


What are we going to talks about?

Credentialdumping is the processof obtaining account login and password

informationfrom the operatingsystemandsoftware.

We will look at different methods of dumping credentials in Windows

environmentandhow to detect them via logs(nativeWindows,Sysmon)



Why isit so important?

ÅAPT1 hasbeenknownto usecredentialdumping

ÅAPT28 regularly deploys both publicly availableand custom
passwordretrieval toolson victims

ÅAPT3 has used a tool to dump credentialsby injecting itself
into lsass.exe

ÅAxiomhasbeenknownto dumpcredentials

ÅCleaverhasbeenknownto dumpcredentials

ÅFIN6 has used Windows Credential Editor for credential
dumping,aswell asaŜǘŀǎǇƭƻƛǘΩǎPsExecNTDSGRABmoduleto
obtaina copyof the victim'sActiveDirectorydatabase

ÅEvenransomwareusecredentialdumping

https://attack.mitre.org/wiki/Group/G0006
https://attack.mitre.org/wiki/Group/G0007
https://attack.mitre.org/wiki/Group/G0022
https://attack.mitre.org/wiki/Group/G0001
https://attack.mitre.org/wiki/Group/G0003
https://attack.mitre.org/wiki/Group/G0037
https://attack.mitre.org/wiki/Software/S0005
https://attack.mitre.org/wiki/Software/S0029


How will adversaries use dumped credentials?

Dumped credentials can be used to perform Lateral

Movementandaccessrestrictedinformation https://www.phdays.ru/program/231388/

https://attack.mitre.org/wiki/Lateral_Movement
https://www.phdays.ru/program/231388/


üLSASSmemory: clear-text passwords of logged on users,
Kerberostickets,Kerberosencryptionkeys,SmartCard/TokenPIN
codes, LM/NTLM hashes,DPAPIDomain Backup Key, Domain
TrustAuth Information,cachedDPAPIMasterKeys, cachedSysKey
(needto decryptSAM/LSASecrets/Cachedcredentials/NTDS.dit),
clear-text passwordsof accounts,storedin CredentialManager;

üSAMregistryhive/file : LM/NTLMhashesof localusers;

üSECURITYregistry hive/file : cached credentials, LSA Secrets
(account passwordsfor services, password used to logon to
Windowsif auto-logonisenabled);

üNTDS.dit file: hashesof domainaccounts, DomainBackupKey;

üSYSTEMregistry hive/file : SysKey, that needto decryptSAM/LSA
Secrets/Cachedcredentials/NTDS.dit.

What can be dumped and where from?



üLSASSmemory contain a lot of sensitivedata
that canbedumped!

üThisdata protected by LsaProtectMemoryand
can be unprotected by LsaUnprotectMemory
(usedsymmetricencryption,keyscanbe found
in LSASSmemory).

üThereseveralways:
Åonlinefrom ring3ςOpenProcessΧ;
Åonline from ring0ςusedriver for accessing

LSASSmemory;
Åoffline from LSASSmemorydumps;
Åoffline from other sources, that contain

LSASSmemory (virtual machine memory
files,crashdumps, hibernationfile).

Dumping from LSASS memory

Tools: Mimikatz, Invoke-Mimikatz, Windows Credential
Editor (WCE), fgdump, pwdump6, pwdumpX,
taskmgr/procdump/sqldumper, WinDbg mimikatz
plugin,Volatilitymimikatzplugin



Dumping from LSASS memory
What data can be extracted from LSASS memory in different Windows?

https:// adsecurity.org/wp-content/uploads/2014/11/Delpy-CredentialDataChart-1024x441.png


