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. . . Windows Server 2012 R2,
Information from the operatingsystemand software TS i S
Windows Bj‘], Windows:‘][]
. . . . . . Permissions Administrator, SYSTEM f
We will look at different methods of dumping credentials in Windows Required L
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A APTL hasbeenknownto usecredentialdumping

A APD8 regularly deploys both publicly availableand custom
passwordretrieval tools on victims

A APB hasused a tool to dump credentialsby injecting itself
into Isassexe

A Axiomhasbeenknownto dumpcredentials
A Cleavehasbeenknownto dump credentials

A FIN6 has used Windows Credential Editor for credential
dumping,aswellasa S U | a IBSE2eNUTIOS&RABoduleto
obtaina copyof the victim's ActiveDirectorydatabase

A Evenransomwareusecredentialdumping

Why isit so important?
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https://attack.mitre.org/wiki/Group/G0006
https://attack.mitre.org/wiki/Group/G0007
https://attack.mitre.org/wiki/Group/G0022
https://attack.mitre.org/wiki/Group/G0001
https://attack.mitre.org/wiki/Group/G0003
https://attack.mitre.org/wiki/Group/G0037
https://attack.mitre.org/wiki/Software/S0005
https://attack.mitre.org/wiki/Software/S0029

How will adversaries use dumped credentials?

Dumped credentials can be used to perform Lateral
Movementandaccessestrictedinformation https://www.phdays.ru/program231388
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https://attack.mitre.org/wiki/Lateral_Movement
https://www.phdays.ru/program/231388/

What can be dumped and where from?

U LSASSmemory. cleartext passwords of logged on users,

Kerberostickets, Kerberosencryptionkeys,SmartCarfifoken PIN 1GOT PASSWORDS FROM

codes, LM/NTLM hashes, DPAPIDomain Backup Key, Domain
TrustAuth Information, cachedDPAPMasterKeyscachedSysKey “EBE’“H‘E’I!F“E'“EHE
: =

(needto decrypt SAM/LSASecrets/CachedredentialsNTDSHit), -
cleartext passwordf accountsstoredin CredentialManager —

U SAMreqistry hive/file: LM/NTLMhashesof localusers -

U SECURITYegistry hive/file: cached credentials, LSA Secrets
(account passwordsfor services password used to logon to
Windowsif auto-logonis enabled;

' /
U NTD4Hit file: hashesof domainaccounts DomainBackupKey, | EVERYWHERE!

U SYSTEMeqistry hive/file : SysKeythat needto decrypt SAM/LSA
Secrets/CachedredentialsNTDSlit.
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imikatz # zekurlsza::logonpasswords

luthentication Id : 0 ; 747368 {0D0DDOD0DD:D0ObG 768 >

U LSASSnemory contain a lot of sensitivedata | e ; Pezective fran 2
that canbe dumped! D erver  § hanigy Mnager

. . L?%un Time ; g7i1%'3313 1?:16:05

U Thisdata protected by LsaProtectMemoryand e a1 Pt
can be unprotected by LsaUnprotectMemory * Vsornans " UIN Fomveioamnas
(usedsymmetricencryption,keyscan be found X SHAL  § c3atb39634d3cuA51al8299001129 77428261401

in LSAS8&emory) wdlaget :

#* Username : WIN-FJRNSLDJHDZ2%
TEST

* Domain :
¥ = Password : 36 63 dc 18 c6 50 15 6d 84 25 6c cD 28 24 9c e? £9 h5 52 6
u ThereseveraI\NayS 8 79 Da ce 24 2h ha 36 o8 3b o3 o7 3a bl 97 63 £2 a7 37 hb 14 46 8¢ ba £7 04 o7
A onli - ydugie s on o b S Sk St B d Sl b e b B B
. e =1 (H L= a a a
online from r|n93 C Openproce%; 60 72 6d 90 B3 42 45 d7 4a 93 50 97 5c aa 95 93 b6 Ba 50 05 92 6c b6 c? 56 _of

A i i i i 1 03 £0 8 g 43 48 21 09 o1 50 S5 R0 oa £h et ac 67 Bf PAe4 15 80 04 33 1d 2

online from ”ngo C usedriver for accessing -"c6 c6 78 42 01 lc 2f 40 Ba 57 a3 F9 52 50 e2 ad 53 ec 48 45 fe 92 £3 2F dd 35

LSASSH) o5 De 7d 8d 04 D7 e0 91 fa df ec 68 03 £2 23 9f e6 90 2e 62 b5 36 34 ci1 bi 01 Ob
emaory, 43 ef be 62 be ch ac

ﬁoﬁli_nefrom LSASBiemorydumps . Tools Mimikatz, InvokeMimikatz, Windows Credential
offine from other sources,that contain  Egjiior (WCE), fgdump  pwdumps, pwdumpX

LSASSnemory (virtual machine memory : L
files, crashdumpshibernationfile). teltikmg\tplroc_:lc_:lumpsqlgdun}pe{ WinDbg ~ mimikatz
plugin,Volatility mimikatzplugin
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Dumping from LSASS memory
What data can be extracted from LSASS memory in different Windov

https:// adsecurity.org/wpcontent/uploads/2014/11/DelpyCredentialDataChart024x441.png WWW'ZELOZ”SES‘;?QEE



